HHd)OpMCZI/;MOHHO-CleCZGOLlele mamepuaisl no HCUBHEHHOU cumyayuu
((3&1/1/!1/17’1’161 om MOULeHHUKO8 6 cemu)»

B pamxkax ¢enepansHoro mpoekrta «['ocyaapcTBo s droaein» Munuudper Poccun
n Anamutnyeckun neHtp npu IlpaBurensctBe Poccmiickonn depepanuu peann3oBain
mupoBOl  cepBUC MO JKU3HEHHOW cuTyaruu «3ammMrTa OT  MOIIEHHUKOB
B cerw» Ha EguHOM mopTanme TOCYAapCTBEHHBIX W  MYHUIUIMAIBHBIX  YCIYT
(manee — ['ocycnyru) B 1eNIAX MPECEUCHUs U MPEIOTBPAIICHHS MOIIIEHHUYECKUX JEeHCTBUN
(https://www.gosuslugi.ru/scammer_protection).

CepBuc MpeaocTaBisieT BRIOOP CIENYIONUX CUTyanuid: «MOmeHHUKH NbITAI0TCA
nojayunts aoctyn kK TDocycayram» (3Ta cuTyalusi HampaBlieHa Ha TOMOIIb
B BOCCTAHOBJICHUM KOHTPOJI HaJl YYETHOM 3amuchio) U «S Xody 3alMTUTBLCH
OT MOLIEHHMKOB B ceTW» (B JJAHHOW CUTYallMM PeYb UJET O Croco0ax MpeaoTBpaIleHuUs
MPECTYMHBIX JIEUCTBU).

B paMkax mepBoi cHTyalluM TIpe/ICTaBlieHa MOAPOOHAs MHCTPYKLHS, B KOTOPOM
conmepkuTcss uHOpPMAIUS O TOM, YTO JAeNaTh, €CIH TPaXKIaHWUH YK€ COOOIIMI Mapoib
i koA n3 CMC MOIlIEHHUKaM.

B paMkax BTOpoOi#i cHMTyalMu pacCMaTPHBAIOTCS MEPbI, HAIPABJICHHBIC HA 3aIUTY
OT KHOEPIPECTYTHUKOB (3alpeT Ha ACHCTBUS C HEABMKUMOCTBIO, 3alpeT Ha 0(POpMIICHUE
JIOTOBOPOB CBSI3H, 3allpeT Ha MOJyYEeHHE KPEIUTOB M 3aliMOB, 3allUTa yYETHOH 3arucu
C MOMOIIBIO JOBEPEHHOT'O KOHTAKTa, MpaBuiia 0€30MaCHOCTH MPHU TelIe(POHHBIX 3BOHKAX),
a TakKe IMpeACTaBICHbl METOJbl TNMPOTHUBOACUCTBUS (PUHAHCOBOMY MOIICHHUYECTBY
Y YEK-JIUCT 1O IU(POBOI TUTHEHE.

CnpasoyHo: camosanpem — 000p0BONbHOE 02paHUuienue, KOmopoe 4enio8eK
cam Ha cebs HaKIaovleaem. YmooObl HUKMO He CMO2 0PopMums Kpeoumsl U 3aumbl
Ha e20 uUMsi — HU OH CAM, HU MOWEHHUKU («3anpem Ha nonyuyeHue Kpeoumos
U 3aUM08»),; Umobbl He OONYCMUMb COBEPULEHUSL COENOK C HEOBUNCUMOCbIO Oe3 e20
JIUYHO2O0 YHACMUsl KAK cOOCMBeHHUKA («3anpem Ha 0eucmeaust C HeOBUNCUMOCMBIOY),
umoObl HUKMO He CMO2 3aKII0YUms 002080p HA MOOUNLHYIO C613b OM €20 Juyd
(«3anpem na oghopmnenue 002080p086 CEs3U»).

Hosepennvii konmaxm (danree — /K) — samo oononnumenvuas 3awuma
yuemnou 3anucu Ha l'ocyciyeax om Oeticmeuti mowenHuxkos. /[K mooxcem cmameo,
Hanpumep, poOcmeeHHux uau opye. llpu nonvimke 6occmaHo81eHUs O00CMYNA
K YYemHOU 3anucu noiv3oeamess Ha Homep menegona /IK 6yoym npuxooums cmc
0J151 NOOMEEPHCOeHUsT 80CCMAaHO8IeHUus napoas. [IK noomeepoum 3anpoc, monibKo
K020a yoeoumcsi, 4mo nojib308ameiis He 86005M 8 3a01yHCOeHUe.

Kpome Toro, Ha cTpaHuile pa3MemieHbl TMOJE3HbIE WHCTPYMEHTHI IS
KrOepOe30macHOCTH.

B karanore oOydamwomux KypcoB coOpaHbl wmaTepualibl 1o 1U(poBoit
TPaMOTHOCTH — OT MPABWJI PE3EPBHOTO KOMMMPOBAHUS TAHHBIX JIO METOJIOB PACTIO3HABAHMSI
mundeitkoB (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke noctynHa 0a3a MOIICHHMYECKHMX CXeM, KOTOpas IIOMOTaeT Yy3HaTh
00 aKTyaJIbHBIX criocobax oomaHa. Ha maHHBI MOMEHT B HEH COJIEpKUTCA 86 CXeM C UX
kpatkuMm onucanueM (https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JIns OLeHKM CBOMX 3HAHWW, B CBOIO OY€pEIb, MOKHO IPOUTH TeCT Mo uuppoBoi
rPaAaMOTHOCTH, KOTOPBIM OMNpeneNuT YpPOBEHb OCBEJOMIICHHOCTH B JTOoM cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETHTh, YTO B paMKax BTOPOM CHUTyallud, CpEOu IPOYEro,
HaxXoauTcsl  cchulka Ha  pazgen  «KubOepOedomacHocTb —  3TO0  mpoCTO!»,
rae coOpaHa TmoJe3Has HMHPoOpMalus O Pa3HOOOpasHbIX IMGPOBBIX  yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B otrnenbHbIX O5OKax pa3MElIeHbl PEKOMEHAALMU IO KUOeprpaMOTHOCTH,
CHEIHAIbHO pa3padOTaHHbIE IS ACTEH U MOKUJIBIX JTIOACH, KOTOPbIE CUUTAIOTCS HanboJee
ySI3BUMBIMH B UHTEPHETE.

Oco0oe BHMUMaHHUE YAEICHO 3alluTe OT (hUIMHTA, CO3/IaHNI0 HAJACKHBIX TApOJIeH,
3alUTe MOOMJIBHOTO YCTPOUCTBA U NPOPUIAKTUKE TeIe()OHHOTO MOIIIEHHUYECTBA.

[TomuMoO 3TOTO0, Ha CTpaHMIIAX OOEUX CUTYallui pa3MelleHa NAMATKA C M0JIe3HbIMH
CCHIJIKAMU: Ha MHTEPAKTUBHYIO KapTy ¢ aapecamu MBJ[ Poccun; Ha nmogauy 3asiBiieHUs,
XKaNoObl WU TpeJIoKeHUus uyepe3 oduimanbHbii cadt MBJ[ Poccun; Ha BO3MOXKHOCTB
MOJIYYUTh O€CIUIATHYIO KOHCYJIBTAIMIO U TIOMOIIH IOPUCTA TI0 3aIUTE MPaB.

Taxke B pazgene «Yacteie Bompocbl» («MoryT U MOIIEHHUKH MPOAATh
HEJIBIDKUMOCTB») HAaXOOUTCA CChUIKA HA HWHTEPAKTUBHYIO KapTy C aJpecaMu
MHOTO(YHKITMOHAJIbHBIX 1IEHTPOB (M®II).

Kpome toro, Ha cTpanunax o06enx CUTYyalMil pa3MeIleHbl CCHUIKHU, MO3BOJIAIONINE
[IPOBEPUTH KPEIUTHYIO HCTOPUIO, COOOUIUTh O MOJO3PUTEIBHOM 3BOHKE, IPOBEPUTH
o(OpMJIEHHBIE CUM-KapThI, [10/1aTh kaj00y Ha BPEOHOCHBLIN MHTEPHET-PECYPC, a TAKKE
OTBETHl HAa 4YacTO 3aJaBacMble BOIPOCHL: «Kak HACTPOUTH KOHTPOJIBHBIA BOMIPOC?»,
«Kak aHHyIMpOBaTh KPEJIUT, €CIIM MOUIEHHUKH 0(OPMUIIK €ro Ha Bac yepe3 ['ocyciyru?y,
«KTO Takou Iporm 1 Kak HE MONACTh B MPECTYMHYIO CXEMY?» U T.1.



https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/help/faq/personal_data/504351
https://www.gosuslugi.ru/help/faq/personal_data/230820249
https://www.gosuslugi.ru/help/faq/personal_data/210509
https://www.gosuslugi.ru/help/faq/personal_data/101813
https://www.gosuslugi.ru/help/faq/credit_bureau/100748
https://pos.gosuslugi.ru/lkp/poll-anti-fishing/

